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Cyber Security Innovation Network Funded 
Project Posters
This document showcases the projects funded by the Cyber Security 
Innovation Network (CSIN) program between 2023 - 2025, and separates the 
projects into a variety of categories. These categories include: theme, 
province/territory, funding stream, and focus area. 

This document can be used to easily and efficiently navigate the project 
posters. 

How to Use This Document
The table of contents of this document links to each category, along with 
each specific project poster, and will direct you to the desired page by 
clicking on the category or project title.

There are redundancies within the categories, and each project poster can be 
found linked under multiple groupings.

Contents 

By Theme 

Critical infrastructure 

• 2023-1496 Building cyber resilient and secure 5G networks through
automation and AI

• 2024-1263 Évaluation de la cybersécurité de modèles prédéploiement de
systèmes industriels (Poster Title: Cybersecurity Assessment of Pre-
deployment Models of Industrial Systems)

• 2024-1282 End-to-end Cyber-Security Solution for the Power Grid
• 2024-1322 ICS Security in the Age of Industry 4.0
• 2024-1360 Adaptive Decision Defense System (ADDS): A Proactive

Approach to Detecting and Mitigating Dual Denial of Decision Attacks in
Critical Infrastructure

• 2024-1458 Boosting the Cyber-Resilience of Microgrids within Future Energy
Critical Infrastructures

• 2024-1470 Ensuring Mission-Critical Security: Coordination of Autonomous
Drone Groups with Security-Aware Decision Making



• 2025-1584 Cybersecurity, Resilience, and Trustworthiness of Networked
Critical Infrastructure and Autonomous Advanced Air Mobility (AAM)
Assets Against Malicious Adversary Cyber-Attacks (Poster Title:
Cybersecurity of Autonomous and Advanced/Urban/Electrified Urban Air
Mobility (AAM/UAM/EAM))

• 2025-1643 Digital Twin Platform for Critical Infrastructure Cybersecurity
Modeling and Assessment (Poster Title: Digital Twin Platform for
Cybersecurity Critical Infrastructure)

• 2025-1660 MATSEC:  Materials-based Cybersecurity in Electronics (no
poster provided)

• 2025-1663 Zero-Knowledge Threat Detection and Risk Assessment in
Aerospace and Orbital Infrastructures

• 2025-1690 Protecting Alberta & Nunavut HigherEd with Global Partnerships

Cybersecurity technology 
• 2023-1482 Next Generation User Fingerprinting for Fraud Detection and

Prediction
• 2023-1487 Trustworthy AI-based Framework for Self-aware Drone-based

Swarm Technologies (Poster Title: GPS Spoofing Detection Using Online
Federated TinyML for UAV Swarms)

• 2023-1488 Transfer Fuzzing for Devices Without Firmware
• 2023-1492 Cybersécurité de l'identité numérique (Poster Title: Automatic

Generation of Decentralized SSI Architectures)
• 2023-1494 PASCAL (Poster Title: PASCALProject: Defending Canada's

Infrastructure with Physics-Based Supply Chain Security)
• 2023-1495 Designing a Scalable and Performant Confidential Backup

System (no poster provided)
• 2023-1499 The run-time security of Android Automotive infotainment

system (no poster provided)
• 2024-1301 Combatting Cyber Influence Operations in Online Social Media

(no poster provided)
• 2024-1302 Fully Automated End-to-End Vulnerability Discovery and Repair

with LLMs
• 2024-1338  Adaptive Defense Strategies for Advanced Driver-assistance

Systems: A Game-theoretic Approach (no poster provided)
• 2024-1356 Toward a Secure User-centric Green Credit Management

System (no poster provided)



• 2024-1361 Enhancing Electric Vehicle Charging Infrastructure
Cybersecurity Through Autonomous and Sustainable AI

• 2024-1365 Fortifying Cybersecurity: Early Ransomware Detection and
Mitigation methods

• 2025-1721 Threat Modelling and Mitigation of human-factors based
exploits in advanced driver assistance systems

• 2025-1753 Efficiency and Security of Unknown Group Order Cryptography

Defence, Arctic and sovereignty 

• 2024-1326 SCMS: Securing Critical Marine Systems (Poster Title: Marine
Cybersecurity )

• 2024-1351 Protecting Democracy from Cyber Threats
• 2024-1372 C1R3 Commercialization (Poster Title: CitizenOne)
• 2024-1428 IntruderInsight: Elevating Cyber Attribution with AI Insights
• 2025-1647 CYBERDEFENSE AI Go-To-Market 2025-2027
• 2025-1689 Securing the Canadian software supply chain (Poster Title:

Security Patch-Related regressions in Software Supply Chain )

Privacy 

• 2023-1489 Mitigating Security, Privacy, and Ethical Impacts in Driver
Assistance Systems (no poster provided)

• 2024-1261 Enabling secure outsourcing of sensitive data (Poster Title:
Designing a scalable oblivious Database)

• 2024-1308 Securing the Metaverse with Blockchain and Continuous
Authentication Methods (Poster Title: Securing the Metaverse with
Multimodal Access Control and Authentication Methods)

• 2024-1345 Secure Genomic Data Processing: Unleashing the Potential of
Personalized Medicine (Poster Title: Secure Genomic Data Processing)

• 2024-1346 Ostrich Accounting: Dotting i's and crossing t's with your head in
the sand (no poster provided)

• 2024-1386 Preserving Relationship Privacy in Large Networks
• 2024-1418 Novel methods for quantifying and improving privacy in

machine learning
• 2024-1433 Enterprise-scale Zero Trust Platform for Privacy-enhancing Smart

Metering Services (no poster provided)
• 2024-1439 Privacy Assurance for Canadian Children: A Safe and Secure

Framework for Large Language Models (Poster Title: A Human-Centric



Framework for Managing Children's Privacy in Large Language 
Model Platforms) 

• 2025-1548 Secure Healthcare Data Federation through Generative Access
Control

• 2025-1770 The Location Dragnet (no poster provided)

Quantum 

• 2023-1498 Post-Quantum Hardware Security Module (HSM) Migration
Research Project (no poster provided)

• 2024-1305 Authentication for quantum-enabled secure communication
(no poster provided)

• 2025-1610 Frontier Quantum-AI Cyber Defense: Pioneering
Unprecedented Security Measures for Critical Infrastructure (Poster Title:
Quantum-AI Security Framework for Critical Infrastructure and OT/IoT
Systems)

• 2025-1778 Post Quantum Resilience of Cyber-Physical Power Systems

Secure AI 

• 2023-1519 AI-enabled vulnerability management (no poster provided)
• 2023-1521 ATLAS (no poster provided)
• 2024-1381 Adaptive AI Firewall Specializing in the Protection of AI Models,

Critical Infrastructure, Systems, and Agents
• 2024-1409 Transformative Adversaries: Leveraging Generative Pretrained

Transformers (GPTs) for the Development of Next-Generation
Metamorphic Malware Engines (no poster provided)

• 2024-1454 Revolutionizing Personal Cyber Security with AI-driven Insights
(no poster provided)

• 2025-1585 Prescriptive Analysis & Agentic Solutions for Disinformation &
Digital Attacks (no poster provided)

• 2025-1601 Self-Healing AI Security via Autonomous Patch Generation &
LLM Autovaccination

• 2025-1630 Cyber-Synthetic Risk: A Generative Multi-Agent Approach to
Forecasting Advanced Cyberattack Impacts on Enterprise Ecosystems

• 2025-1649 Securing Agentic AI Systems Across the Development and
Operations Lifecycle

• 2025-1650 Securing LLM Agents Against Malicious or Vulnerable Tools
(Poster Title: Securing AI Agents Against Malicious or Vulnerable Tools)



• 2025-1657 Differential Programming and Fully-Homomorphic Encryption at
the Edge

• 2025-1695 Vulnerabilities and Defences of Online Interactive Discussion
Forums to Interference by Generative AI (Poster Title: Protecting
Democratic Discourse from GenAIChatbots Posing as Humans)

• 2025-1703 AI-Driven IoT Threat Intelligence: Securing Smart Environments
Across Zigbee, Z-Wave, Bluetooth, and Wi-Fi Networks (Poster Title: AI-
Driven IoT Threat Intelligence)

• 2025-1707 Cyber Resilient Battery Management System with secure Bi-
directional Power Flow for Connected Vehicles

• 2025-1759 Reliable and Explainable Malware Detection (Poster Title:
Reliable Machine Learning for Android Malware Detection)

Talent and workforce development 

• 2023-1485 Mobilizing Cybersecurity Regulation for Canada
• 2023-1486 CyberLab
• 2023-1491 Hybrid Master's Program in Cybersecurity Analytics
• 2023-1493 Cloud Security Training Program (Micro-credential) (no poster

provided)
• 2023-1497 Master in Cybersecurity Management (Poster Title:

Cybersecurity Management Master)
• 2023-1523 CMD-CT: Comprehensive MultiDisciplinary Cybersecurity

Training (no poster provided)
• 2023-1797 De la formation à la cyberstart-up innovante (no poster

provided)
• 2024-1242 Accelerating Efforts to Secure Canada in an Era of Quantum
• 2024-1288 Human-Centric Immersive Cybersecurity Training: Socio-

Technical and Legal Implications of an Attack
• 2024-1354 MCT: Marine Cybersecurity Training (Poster Title: Marine

Cybersecurity)
• 2024-1358 CRAFT: Cybersecure Robotics and Future Talent (no poster

provided)
• 2024-1359 IncidentSync: Bridging IT and Law Enforcement
• 2024-1375 Security Awareness Training through Online Social Learning -

"From Phishing through Smishing to Vishing" (Poster Title: Phishing, Smishing,
Vishing)



• 2024-1423 Formation pour une cybersécurité proactive et interdisciplinaire
en entreprise (Poster Title: Parcours Cyber Action: Cybersecurity Training
for SMEs)

• 2024-1469 CyberGuardian: Bridging the Cybersecurity Enforcement
Training Gap

• 2025-1541 May We Have Your Attention Please? Exploring How Employee
Attention Influences Cybersecurity Behaviour (Poster Title: Exploring Why
Employees (Don’t)  Pay Attention to Cybersecurity)

• 2025-1622 Shields Activated – Strengthening Cyber Resilience for Small
Businesses (no poster provided)

• 2025-1633 Digital Warrior (no poster provided)
• 2025-1642 Critical Infrastructure Cybersecurity Experiential Training

Program
• 2025-1655 A Comprehensive Training Program for Advanced

Cybersecurity in 5G Networks, ICS/CPS, and Beyond (no poster provided)
• 2025-1726 Driving Cybersecurity Excellence: Building Pathways To Reduce

Labour and Skills Gaps
• 2025-1755 First Response for Cyber Threats (FRCT) - A Collaborative

Cybersecurity Training Initiative
• 2025-1756 Preparing Canada’s Workforce for the Future of Cybersecurity

through Training and Academic Pathways

By Province 

Alberta 

• 2023-1485 Mobilizing Cybersecurity Regulation for Canada
• 2024-1305 Authentication for quantum-enabled secure communication

(no poster provided)
• 2024-1346 Ostrich Accounting: Dotting i's and crossing t's with your head in

the sand (no poster provided)
• 2024-1351 Protecting Democracy from Cyber Threats
• 2024-1356 Toward a Secure User-centric Green Credit Management

System (no poster provided)
• 2024-1359 IncidentSync: Bridging IT and Law Enforcement



• 2024-1360 Adaptive Decision Defense System (ADDS): A Proactive
Approach to Detecting and Mitigating Dual Denial of Decision Attacks in
Critical Infrastructure

• 2024-1428 IntruderInsight: Elevating Cyber Attribution with AI Insights
• 2024-1469 CyberGuardian: Bridging the Cybersecurity Enforcement

Training Gap
• 2025-1585 Prescriptive Analysis & Agentic Solutions for Disinformation &

Digital Attacks (no poster provided)
• 2025-1610 Frontier Quantum-AI Cyber Defense: Pioneering

Unprecedented Security Measures for Critical Infrastructure (Poster Title:
Quantum-AI  Security Framework for Critical Infrastructure and OT/IoT
Systems)

• 2025-1689 Securing the Canadian software supply chain (Poster Title:
Security Patch-Related regressions in Software Supply Chain )

• 2025-1690 Protecting Alberta & Nunavut HigherEd with Global Partnerships
• 2025-1753 Efficiency and Security of Unknown Group Order Cryptography
• 2025-1756 Preparing Canada’s Workforce for the Future of Cybersecurity

through Training and Academic Pathways
• 2025-1770 The Location Dragnet (no poster provided)

British Columbia 

• 2024-1242 Accelerating Efforts to Secure Canada in an Era of Quantum
• 2024-1302 Fully Automated End-to-End Vulnerability Discovery and Repair

with LLMs
• 2024-1322 ICS Security in the Age of Industry 4.0
• 2024-1386 Preserving Relationship Privacy in Large Networks
• 2024-1418 Novel methods for quantifying and improving privacy in

machine learning
• 2025-1642 Critical Infrastructure Cybersecurity Experiential Training

Program
• 2025-1643 Digital Twin Platform for Critical Infrastructure Cybersecurity

Modeling and Assessment (Poster Title: Digital Twin Platform for
Cybersecurity Critical Infrastructure)

• 2025-1657 Differential Programming and Fully-Homomorphic Encryption at
the Edge

• 2025-1695 Vulnerabilities and Defences of Online Interactive Discussion
Forums to Interference by Generative AI (Poster Title: Protecting
Democratic Discourse from GenAIChatbots Posing as Humans)



• 2025-1759 Reliable and Explainable Malware Detection (Poster Title: 
Reliable Machine Learning for Android Malware Detection)

New Brunswick 

• 2023-1497 Master in Cybersecurity Management  (Poster Title: 
Cybersecurity Management Master)

• 2023-1498 Post-Quantum Hardware Security Module (HSM) Migration 
Research Project (no poster provided)

• 2023-1519 AI-enabled vulnerability management (no poster provided)
• 2024-1365 Fortifying Cybersecurity: Early Ransomware Detection and 

Mitigation methods
• 2024-1433 Enterprise-scale Zero Trust Platform for Privacy-enhancing Smart 

Metering Services (no poster provided)

Newfoundland & Labrador 
• 2024-1326 SCMS: Securing Critical Marine Systems (Poster Title: Marine 

Cybersecurity )
• 2024-1354 MCT: Marine Cybersecurity Training (Poster Title: Marine 

Cybersecurity)

• 2025-1703 AI-Driven IoT Threat Intelligence: Securing Smart Environments 
Across Zigbee, Z-Wave, Bluetooth, and Wi-Fi Networks (Poster Title: AI-
Driven IoT Threat Intelligence)

• 2025-1726 Driving Cybersecurity Excellence: Building Pathways To Reduce 
Labour and Skills Gaps

Ontario 

• 2023-1482 Next Generation User Fingerprinting for Fraud Detection and 
Prediction

• 2023-1486 CyberLab
• 2023-1487 Trustworthy AI-based Framework for Self-aware Drone-based 

Swarm Technologies (Poster Title: GPS Spoofing Detection Using Online 
Federated TinyML for UAV Swarms)

• 2023-1488 Transfer Fuzzing for Devices Without Firmware
• 2023-1489 Mitigating Security, Privacy, and Ethical Impacts in Driver 
      Assistance Systems (no poster provided)
• 2023-1494 PASCAL (Poster Title: PASCALProject: Defending Canada's
      Infrastructure with Physics-Based Supply Chain Security)

Nova Scotia



• 2023-1495 Designing a Scalable and Performant Confidential Backup
System (no poster provided)

• 2023-1521 ATLAS (no poster provided)
• 2023-1523 CMD-CT: Comprehensive MultiDisciplinary Cybersecurity

Training (no poster provided)
• 2024-1261 Enabling secure outsourcing of sensitive data (Poster Title:

Designing a scalable oblivious Database)
• 2024-1282 End-to-end Cyber-Security Solution for the Power Grid
• 2024-1288 Human-Centric Immersive Cybersecurity Training: Socio-

Technical and Legal Implications of an Attack
• 2024-1338 Adaptive Defense Strategies for Advanced Driver-assistance

Systems: A Game-theoretic Approach (no poster provided)
• 2024-1345 Secure Genomic Data Processing: Unleashing the Potential of

Personalized Medicine (Poster Title: Secure Genomic Data Processing)
• 2024-1358 CRAFT: Cybersecure Robotics and Future Talent (no poster

provided)
• 2024-1361 Enhancing Electric Vehicle Charging Infrastructure

Cybersecurity Through Autonomous and Sustainable AI
• 2024-1375 Security Awareness Training through Online Social Learning -

"From Phishing through Smishing to Vishing" (Poster Title: Phishing, Smishing,
Vishing)

• 2024-1381 Adaptive AI Firewall Specializing in the Protection of AI Models,
Critical Infrastructure, Systems, and Agents

• 2024-1409 Transformative Adversaries: Leveraging Generative Pretrained
Transformers (GPTs) for the Development of Next-Generation
Metamorphic Malware Engines (no poster provided)

• 2024-1439 Privacy Assurance for Canadian Children: A Safe and Secure
Framework for Large Language Models (Poster Title: A Human-Centric
Framework for Managing Children's Privacy in Large Language Model
Platforms)

• 2024-1454 Revolutionizing Personal Cyber Security with AI-driven Insights
(no poster provided)

• 2024-1470 Ensuring Mission-Critical Security: Coordination of Autonomous
Drone Groups with Security-Aware Decision Making

• 2025-1541 May We Have Your Attention Please? Exploring How Employee
Attention Influences Cybersecurity Behaviour (Poster Title: Exploring Why
Employees (Don’t)  Pay Attention to Cybersecurity)



• 2025-1548 Secure Healthcare Data Federation through Generative Access 
Control

• 2025-1601 Self-Healing AI Security via Autonomous Patch Generation & 
LLM Autovaccination

• 2025-1622 Shields Activated – Strengthening Cyber Resilience for Small 
Businesses (no poster provided)

• 2025-1630 Cyber-Synthetic Risk: A Generative Multi-Agent Approach to 
Forecasting Advanced Cyberattack Impacts on Enterprise Ecosystems

• 2025-1633 Digital Warrior (no poster provided)
• 2025-1650 Securing LLM Agents Against Malicious or Vulnerable Tools

(Poster Title: Securing AI Agents Against Malicious or Vulnerable Tools)
• 2025-1660 MATSEC:  Materials-based Cybersecurity in Electronics (no 

poster provided)
• 2025-1707 Cyber Resilient Battery Management System with secure Bi-

directional Power Flow for Connected Vehicles
• 2025-1721 Threat Modelling and Mitigation of human-factors based 

exploits in advanced driver assistance systems
• 2025-1755 First Response for Cyber Threats (FRCT) - A Collaborative 

Cybersecurity Training Initiative
• 2025-1778 Post Quantum Resilience of Cyber-Physical Power Systems

Quebec 

• 2023-1491 Hybrid Master's Program in Cybersecurity Analytics
• 2023-1492 Cybersécurité de l'identité numérique (Poster Title: Automatic 

Generation of Decentralized SSI Architectures)
• 2023-1493 Cloud Security Training Program (Micro-credential) (no poster 

provided)
• 2023-1496 Building cyber resilient and secure 5G networks through 

automation and AI
• 2023-1797 De la formation à la cyberstart-up innovante (no poster 

provided)
• 2024-1263 Évaluation de la cybersécurité de modèles prédéploiement de 

systèmes industriels (Poster Title: Cybersecurity Assessment of Pre-
deployment Models of Industrial Systems)

• 2024-1301 Combatting Cyber Influence Operations in Online Social Media 
(no poster provided)

• 2024-1308 Securing the Metaverse with Blockchain and Continuous 
Authentication Methods (Poster Title: Securing the Metaverse with 
Multimodal Access Control and Authethentication Methods)



• 2024-1372 C1R3 Commercialization (Poster Title: CitizenOne)
• 2024-1423 Formation pour une cybersécurité proactive et interdisciplinaire

en entreprise (Poster Title: Parcours Cyber Action: Cybersecurity Training
for SMEs)

• 2024-1458 Boosting the Cyber-Resilience of Microgrids within Future Energy
Critical Infrastructures

• 2025-1584 Cybersecurity, Resilience, and Trustworthiness of Networked
Critical Infrastructure and Autonomous Advanced Air Mobility (AAM)
Assets Against Malicious Adversary Cyber-Attacks (Poster Title:
Cybersecurity of Autonomous and Advanced/Urban/Electrified Urban Air
Mobility (AAM/UAM/EAM))

• 2025-1647 CYBERDEFENSE AI Go-To-Market 2025-2027
• 2025-1649 Securing Agentic AI Systems Across the Development and

Operations Lifecycle
• 2025-1655 A Comprehensive Training Program for Advanced

Cybersecurity in 5G Networks, ICS/CPS, and Beyond (no poster provided)
• 2025-1663 Zero-Knowledge Threat Detection and Risk Assessment in

Aerospace and Orbital Infrastructures

Saskatchewan 

• 2023-1499 The run-time security of Android Automotive infotainment
system (no poster provided)

By Funding Stream 

Commercialization 
• 2023-1494 PASCAL (Poster Title: PASCALProject: Defending  
     Canada's Infrastructure with Physics-Based Supply Chain Security)

• 2024-1372 C1R3 Commercialization (Poster Title: CitizenOne)
• 2024-1469 CyberGuardian: Bridging the Cybersecurity Enforcement   
     Training Gap
• 2025-1647 CYBERDEFENSE AI Go-To-Market 2025-2027

Research and Development 

• 2023-1482 Next Generation User Fingerprinting for Fraud Detection and
Prediction

• 2023-1487 Trustworthy AI-based Framework for Self-aware Drone-based
Swarm Technologies (Poster Title: GPS Spoofing Detection Using Online
Federated TinyML for UAV Swarms)



• 2023-1488 Transfer Fuzzing for Devices Without Firmware
• 2023-1489 Mitigating Security, Privacy, and Ethical Impacts in Driver 

Assistance Systems (no poster provided)
• 2023-1492 Cybersécurité de l'identité numérique (Poster Title: Automatic 

Generation of Decentralized SSI Architectures)
• 2023-1495 Designing a Scalable and Performant Confidential Backup 

System (no poster provided)
• 2023-1496 Building cyber resilient and secure 5G networks through 

automation and AI
• 2023-1498 Post-Quantum Hardware Security Module (HSM) Migration 

Research Project (no poster provided)
• 2023-1499 The run-time security of Android Automotive infotainment 

system (no poster provided)
• 2023-1519 AI-enabled vulnerability management (no poster provided)
• 2023-1521 ATLAS (no poster provided)
• 2024-1261 Enabling secure outsourcing of sensitive data (Poster Title: 

Designing a scalable oblivious Database)
• 2024-1263 Évaluation de la cybersécurité de modèles prédéploiement de 

systèmes industriels (Poster Title: Cybersecurity Assessment of Pre-
deployment Models of Industrial Systems)

• 2024-1282 End-to-end Cyber-Security Solution for the Power Grid
• 2024-1301 Combatting Cyber Influence Operations in Online Social Media 

(no poster provided)
• 2024-1302 Fully Automated End-to-End Vulnerability Discovery and Repair 

with LLMs
• 2024-1305 Authentication for quantum-enabled secure communication

(no poster provided)
• 2024-1308 Securing the Metaverse with Blockchain and Continuous 

Authentication Methods (Poster Title: Securing the Metaverse with 
Multimodal Access Control and Authethentication Methods)

• 2024-1322 ICS Security in the Age of Industry 4.0
• 2024-1326 SCMS: Securing Critical Marine Systems (Poster Title: Marine 

Cybersecurity )
• 2024-1338 Adaptive Defense Strategies for Advanced Driver-assistance 

Systems: A Game-theoretic Approach (no poster provided)
• 2024-1345 Secure Genomic Data Processing: Unleashing the Potential of 

Personalized Medicine (Poster Title: Secure Genomic Data Processing)
• 2024-1346 Ostrich Accounting: Dotting i's and crossing t's with your head in 

the sand (no poster provided)
• 2024-1351 Protecting Democracy from Cyber Threats



• 2024-1356 Toward a Secure User-centric Green Credit Management 
System (no poster provided)

• 2024-1360 Adaptive Decision Defense System (ADDS): A Proactive 
Approach to Detecting and Mitigating Dual Denial of Decision Attacks in 
Critical Infrastructure

• 2024-1361 Enhancing Electric Vehicle Charging Infrastructure 
Cybersecurity Through Autonomous and Sustainable AI

• 2024-1365 Fortifying Cybersecurity: Early Ransomware Detection and 
Mitigation methods

• 2024-1375 Security Awareness Training through Online Social Learning -
"From Phishing through Smishing to Vishing" (Poster Title: Phishing, Smishing, 
Vishing)

• 2024-1381 Adaptive AI Firewall Specializing in the Protection of AI Models, 
Critical Infrastructure, Systems, and Agents

• 2024-1386 Preserving Relationship Privacy in Large Networks
• 2024-1409 Transformative Adversaries: Leveraging Generative Pretrained 

Transformers (GPTs) for the Development of Next-Generation 
Metamorphic Malware Engines (no poster provided)

• 2024-1418 Novel methods for quantifying and improving privacy in 
machine learning

• 2024-1428 IntruderInsight: Elevating Cyber Attribution with AI Insights
• 2024-1433 Enterprise-scale Zero Trust Platform for Privacy-enhancing Smart 

Metering Services (no poster provided)
• 2024-1439 Privacy Assurance for Canadian Children: A Safe and Secure 

Framework for Large Language Models (Poster Title: A Human-Centric 
Framework for Managing Children's Privacy in Large Language Model 
Platforms)

• 2024-1454 Revolutionizing Personal Cyber Security with AI-driven Insights
(no poster provided)

• 2024-1458 Boosting the Cyber-Resilience of Microgrids within Future Energy 
Critical Infrastructures

• 2024-1470 Ensuring Mission-Critical Security: Coordination of Autonomous 
Drone Groups with Security-Aware Decision Making

• 2025-1541 May We Have Your Attention Please? Exploring How Employee 
Attention Influences Cybersecurity Behaviour (Poster Title: Exploring Why 
Employees (Don’t)  Pay Attention to Cybersecurity)



• 2025-1548 Secure Healthcare Data Federation through Generative Access 
Control

• 2025-1584 Cybersecurity, Resilience, and Trustworthiness of Networked 
Critical Infrastructure and Autonomous Advanced Air Mobility (AAM) 
Assets Against Malicious Adversary Cyber-Attacks (Poster Title: 
Cybersecurity of Autonomous and Advanced/Urban/Electrified Urban Air 
Mobility (AAM/UAM/EAM))

• 2025-1585 Prescriptive Analysis & Agentic Solutions for Disinformation & 
Digital Attacks (no poster provided)

• 2025-1601 Self-Healing AI Security via Autonomous Patch Generation & 
LLM Autovaccination

• 2025-1610 Frontier Quantum-AI Cyber Defense: Pioneering Unprecedented 
Security Measures for Critical Infrastructure (Poster Title: Quantum-AI 
Security Framework for Critical Infrastructure and OT/IoT Systems)

• 2025-1630 Cyber-Synthetic Risk: A Generative Multi-Agent Approach to 
Forecasting Advanced Cyberattack Impacts on Enterprise Ecosystems

• 2025-1633 Digital Warrior (no poster provided)
• 2025-1643 Digital Twin Platform for Critical Infrastructure Cybersecurity 

Modeling and Assessment (Poster Title: Digital Twin Platform for 
Cybersecurity Critical Infrastructure)

• 2025-1649 Securing Agentic AI Systems Across the Development and 
Operations Lifecycle

• 2025-1650 Securing LLM Agents Against Malicious or Vulnerable Tools
(Poster Title: Securing AI Agents Against Malicious or Vulnerable Tools)

• 2025-1657 Differential Programming and Fully-Homomorphic Encryption at 
the Edge

• 2025-1660 MATSEC:  Materials-based Cybersecurity in Electronics (no poster 
provided)

• 2025-1663 Zero-Knowledge Threat Detection and Risk Assessment in 
Aerospace and Orbital Infrastructures

• 2025-1689 Securing the Canadian software supply chain (Poster Title: 
Security Patch-Related regressions in Software Supply Chain )

• 2025-1690 Protecting Alberta & Nunavut HigherEd with Global Partnerships
• 2025-1695 Vulnerabilities and Defences of Online Interactive Discussion 

Forums to Interference by Generative AI (Poster Title: Protecting 
Democratic Discourse from GenAIChatbots Posing as Humans)



• 2025-1703 AI-Driven IoT Threat Intelligence: Securing Smart Environments 
Across Zigbee, Z-Wave, Bluetooth, and Wi-Fi Networks (Poster Title: AI-
Driven IoT Threat Intelligence)

• 2025-1707 Cyber Resilient Battery Management System with secure Bi-
directional Power Flow for Connected Vehicles

• 2025-1721 Threat Modelling and Mitigation of human-factors based 
exploits in advanced driver assistance systems

• 2025-1753 Efficiency and Security of Unknown Group Order Cryptography
• 2025-1759 Reliable and Explainable Malware Detection (Poster Title: 

Reliable Machine Learning for Android Malware Detection)
• 2025-1770 The Location Dragnet (no poster provided)
• 2025-1778 Post Quantum Resilience of Cyber-Physical Power Systems

Training 

• 2023-1485 Mobilizing Cybersecurity Regulation for Canada
• 2023-1486 CyberLab
• 2023-1491 Hybrid Master's Program in Cybersecurity Analytics
• 2023-1493 Cloud Security Training Program (Micro-credential) (no poster 

provided)
• 2023-1497 Master in Cybersecurity Management  (Poster Title: 

Cybersecurity Management Master)
• 2023-1523 CMD-CT: Comprehensive MultiDisciplinary Cybersecurity 

Training (no poster provided)
• 2023-1797 De la formation à la cyberstart-up innovante (no poster 

provided)
• 2024-1242 Accelerating Efforts to Secure Canada in an Era of Quantum
• 2024-1288 Human-Centric Immersive Cybersecurity Training: Socio-

Technical and Legal Implications of an Attack
• 2024-1354 MCT: Marine Cybersecurity Training (Poster Title: Marine 

Cybersecurity )
• 2024-1358 CRAFT: Cybersecure Robotics and Future Talent (no poster 

provided)
• 2024-1359 IncidentSync: Bridging IT and Law Enforcement
• 2024-1423 Formation pour une cybersécurité proactive et interdisciplinaire 

en entreprise (Poster Title: Parcours Cyber Action: Cybersecurity Training 
for SMEs)



• 2025-1622 Shields Activated – Strengthening Cyber Resilience for Small
Businesses (no poster provided)

• 2025-1642 Critical Infrastructure Cybersecurity Experiential Training
Program

• 2025-1655 A Comprehensive Training Program for Advanced
Cybersecurity in 5G Networks, ICS/CPS, and Beyond (no poster provided)

• 2025-1726 Driving Cybersecurity Excellence: Building Pathways To Reduce
Labour and Skills Gaps

• 2025-1755 First Response for Cyber Threats (FRCT) - A Collaborative
Cybersecurity Training Initiative

• 2025-1756 Preparing Canada’s Workforce for the Future of Cybersecurity
through Training and Academic Pathways

By Focus Area 

Commercialization Projects  

Technology / product / service in the area of  software security 

• 2025-1647 CYBERDEFENSE AI Go-To-Market 2025-2027

Technology / product / service in the area of critical infrastructure protection 
• 2023-1494 PASCAL (Poster Title: PASCALProject: Defending Canada's

Infrastructure with Physics-Based Supply Chain Security)

Technology / product / service in the area of human elements in cybersecurity 

• 2024-1469 CyberGuardian: Bridging the Cybersecurity Enforcement
Training Gap

Technology / product / service in the area of privacy and privacy enhancing 

technologies 

• 2024-1372 C1R3 Commercialization (Poster Title: CitizenOne)

Research and Development Projects  

Science / Technology relating to  Critical Infrastructure Protection 

• 2023-1487 Trustworthy AI-based Framework for Self-aware Drone-based
Swarm Technologies (Poster Title: GPS Spoofing Detection Using Online
Federated TinyML for UAV Swarms)

• 2023-1489 Mitigating Security, Privacy, and Ethical Impacts in Driver
Assistance Systems (no poster provided)



• 2023-1492 Cybersécurité de l'identité numérique (Poster Title: Automatic 
Generation of Decentralized SSI Architectures)

• 2023-1499 The run-time security of Android Automotive infotainment 
system (no poster provided)

• 2024-1263 Évaluation de la cybersécurité de modèles prédéploiement de 
systèmes industriels (Poster Title: Cybersecurity Assessment of Pre-
deployment Models of Industrial Systems)

• 2024-1282 End-to-end Cyber-Security Solution for the Power Grid
• 2024-1322 ICS Security in the Age of Industry 4.0
• 2024-1326 SCMS: Securing Critical Marine Systems (Poster Title: Marine 

Cybersecurity )
• 2024-1345 Secure Genomic Data Processing: Unleashing the Potential of 

Personalized Medicine (Poster Title: Secure Genomic Data Processing)
• 2024-1360 Adaptive Decision Defense System (ADDS): A Proactive 

Approach to Detecting and Mitigating Dual Denial of Decision Attacks in 
Critical Infrastructure

• 2024-1361 Enhancing Electric Vehicle Charging Infrastructure 
Cybersecurity Through Autonomous and Sustainable AI

• 2024-1365 Fortifying Cybersecurity: Early Ransomware Detection and 
Mitigation methods

• 2024-1381 Adaptive AI Firewall Specializing in the Protection of AI Models, 
Critical Infrastructure, Systems, and Agents

• 2024-1428 IntruderInsight: Elevating Cyber Attribution with AI Insights
• 2024-1433 Enterprise-scale Zero Trust Platform for Privacy-enhancing Smart 

Metering Services (no poster provided)
• 2024-1458 Boosting the Cyber-Resilience of Microgrids within Future Energy 

Critical Infrastructures
• 2025-1584 Cybersecurity, Resilience, and Trustworthiness of Networked 

Critical Infrastructure and Autonomous Advanced Air Mobility (AAM) 
Assets Against Malicious Adversary Cyber-Attacks (Poster Title: 
Cybersecurity of Autonomous and Advanced/Urban/Electrified Urban Air 
Mobility (AAM/UAM/EAM))

• 2025-1601 Self-Healing AI Security via Autonomous Patch Generation & 
LLM Autovaccination

• 2025-1643 Digital Twin Platform for Critical Infrastructure Cybersecurity 
Modeling and Assessment (Poster Title: Digital Twin Platform for 
Cybersecurity Critical Infrastructure)

• 2025-1660 MATSEC:  Materials-based Cybersecurity in Electronics (no 
poster provided)



• 2025-1663 Zero-Knowledge Threat Detection and Risk Assessment in 
Aerospace and Orbital Infrastructures

Science / Technology relating to Human-Centric Cybersecurity 

• 2023-1482 Next Generation User Fingerprinting for Fraud Detection and 
Prediction

• 2024-1301 Combatting Cyber Influence Operations in Online Social Media 
(no poster provided)

• 2024-1351 Protecting Democracy from Cyber Threats
• 2024-1375 Security Awareness Training through Online Social Learning -

"From Phishing through Smishing to Vishing" (Poster Title: Phishing, Smishing, 
Vishing)

• 2024-1454 Revolutionizing Personal Cyber Security with AI-driven Insights
(no poster provided)

• 2025-1541 May We Have Your Attention Please? Exploring How Employee 
Attention Influences Cybersecurity Behaviour (Poster Title: Exploring Why 
Employees (Don’t)  Pay Attention to Cybersecurity)

• 2025-1585 Prescriptive Analysis & Agentic Solutions for Disinformation & 
Digital Attacks (no poster provided)

• 2025-1633 Digital Warrior (no poster provided)
• 2025-1721 Threat Modelling and Mitigation of human-factors based 

exploits in advanced driver assistance systems

Science / Technology relating to Network Security 

• 2023-1496 Building cyber resilient and secure 5G networks through 
automation and AI

• 2023-1498 Post-Quantum Hardware Security Module (HSM) Migration 
Research Project (no poster provided)

• 2023-1519 AI-enabled vulnerability management (no poster provided)
• 2023-1521 ATLAS (no poster provided)
• 2024-1302 Fully Automated End-to-End Vulnerability Discovery and 

Repair with LLMs
• 2024-1305 Authentication for quantum-enabled secure communication 

(no poster provided)
• 2024-1356 Toward a Secure User-centric Green Credit Management 

System (no poster provided)
• 2024-1409 Transformative Adversaries: Leveraging Generative Pretrained 

Transformers (GPTs) for the Development of Next-Generation 
Metamorphic Malware Engines (no poster provided)



• 2024-1470 Ensuring Mission-Critical Security: Coordination of Autonomous 
Drone Groups with Security-Aware Decision Making

• 2025-1690 Protecting Alberta & Nunavut HigherEd with Global Partnerships
• 2025-1703 AI-Driven IoT Threat Intelligence: Securing Smart Environments 

Across Zigbee, Z-Wave, Bluetooth, and Wi-Fi Networks (Poster Title: AI-
Driven IoT Threat Intelligence)

Science / Technology relating to Privacy Protection 

• 2024-1261 Enabling secure outsourcing of sensitive data (Poster Title: 
Designing a scalable oblivious Database)

• 2024-1308 Securing the Metaverse with Blockchain and Continuous 
Authentication Methods (Poster Title: Securing the Metaverse with 
Multimodal Access Control and Authethentication Methods)

• 2024-1346 Ostrich Accounting: Dotting i's and crossing t's with your head in 
the sand (no poster provided)

• 2024-1386 Preserving Relationship Privacy in Large Networks
• 2024-1418 Novel methods for quantifying and improving privacy in 

machine learning
• 2024-1439 Privacy Assurance for Canadian Children: A Safe and Secure 

Framework for Large Language Models (Poster Title: A Human-Centric 
Framework for Managing Children's Privacy in Large Language Model 
Platforms)

• 2025-1657 Differential Programming and Fully-Homomorphic Encryption at 
the Edge

• 2025-1753 Efficiency and Security of Unknown Group Order Cryptography
• 2025-1770 The Location Dragnet (no poster provided)

Science / Technology relating to Software Security 

• 2023-1488 Transfer Fuzzing for Devices Without Firmware
• 2023-1495 Designing a Scalable and Performant Confidential Backup 

System (no poster provided)
• 2024-1338 Adaptive Defense Strategies for Advanced Driver-assistance 

Systems: A Game-theoretic Approach (no poster provided)
• 2025-1548 Secure Healthcare Data Federation through Generative Access 

Control
• 2025-1649 Securing Agentic AI Systems Across the Development and 

Operations Lifecycle
• 2025-1650 Securing LLM Agents Against Malicious or Vulnerable Tools

(Poster Title: Securing AI Agents Against Malicious or Vulnerable Tools)



• 2025-1689 Securing the Canadian software supply chain (Poster Title: 
Security Patch-Related regressions in Software Supply Chain )

• 2025-1759 Reliable and Explainable Malware Detection (Poster Title: 
Reliable Machine Learning for Android Malware Detection)

Skills and talent development projects 

Cyber Security Awareness 

• 2023-1523 CMD-CT: Comprehensive MultiDisciplinary Cybersecurity 
Training (no poster provided)

• 2024-1242 Accelerating Efforts to Secure Canada in an Era of Quantum
• 2024-1423 Formation pour une cybersécurité proactive et interdisciplinaire 

en entreprise (Poster Title: Parcours Cyber Action: Cybersecurity Training 
for SMEs)

Professional 

• 2023-1485 Mobilizing Cybersecurity Regulation for Canada
• 2023-1493 Cloud Security Training Program (Micro-credential) (no poster 

provided)
• 2023-1797 De la formation à la cyberstart-up innovante (no poster 

provided)
• 2024-1288 Human-Centric Immersive Cybersecurity Training: Socio-

Technical and Legal Implications of an Attack
• 2024-1354 MCT: Marine Cybersecurity Training (Poster Title: Marine 

Cybersecurity)

Training Capacity 

• 2024-1358 CRAFT: Cybersecure Robotics and Future Talent (no poster 
provided)

• 2025-1642 Critical Infrastructure Cybersecurity Experiential Training 
Program

• 2025-1695 Vulnerabilities and Defences of Online Interactive Discussion 
Forums to Interference by Generative AI (Poster Title: Protecting 
Democratic Discourse from GenAIChatbots Posing as Humans)

Training leading to certification 

• 2024-1359 IncidentSync: Bridging IT and Law Enforcement
• 2025-1610 Frontier Quantum-AI Cyber Defense: Pioneering 

Unprecedented Security Measures for Critical Infrastructure (Poster Title:



Quantum-AI  Security Framework for Critical Infrastructure and OT/IoT 
Systems) 

• 2025-1630 Cyber-Synthetic Risk: A Generative Multi-Agent Approach to 
Forecasting Advanced Cyberattack Impacts on Enterprise Ecosystems

• 2025-1655 A Comprehensive Training Program for Advanced 
Cybersecurity in 5G Networks, ICS/CPS, and Beyond (no poster provided)

• 2025-1726 Driving Cybersecurity Excellence: Building Pathways To Reduce 
Labour and Skills Gaps

Upskilling 

• 2023-1486 CyberLab
• 2025-1622 Shields Activated – Strengthening Cyber Resilience for Small 

Businesses (no poster provided)
• 2025-1707 Cyber Resilient Battery Management System with secure Bi-

directional Power Flow for Connected Vehicles
• 2025-1755 First Response for Cyber Threats (FRCT) - A Collaborative 

Cybersecurity Training Initiative
• 2025-1756 Preparing Canada’s Workforce for the Future of Cybersecurity 

through Training and Academic Pathways
• 2025-1778 Post Quantum Resilience of Cyber-Physical Power Systems

Graduate 
• 2023-1491 Hybrid Master's Program in Cybersecurity Analytics
• 2023-1497 Master in Cybersecurity Management  (Poster Title: 

Cybersecurity Management Master)
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Building Cyber-Resilient and Secure 5G 
Networks Through Automation and AI

Chadi Assi, Concordia University, 
chadi.assi@concordia.ca

• O-RAN Testbed Acquisition: Expanding to a physical O-RAN testbed 
for real-world validation of security solutions, moving from proof-of-
concept to full-scale deployment. 

• Advanced O-RAN Security: Security intent translation into 
enforceable policies, resolution of conflicting intent-based policies, 
and contextual planning during adverse cybersecurity events. 

• Automated Threat Hunting & CTI: Automated cyber threat intelligence 
(CTI) extraction, evolving defense mechanisms, proactive 
vulnerability detection, and fully automated security operations.

•  Trust & Orchestration: Trusted orchestration frameworks and 
adaptive threat modeling for flexible, secure Telco Cloud Native 
applications. 

• Intent-Based Networking & Security Posture: Closing the loop 
between security posture evaluation and autonomous, self-healing 
5G network protection through intent-based networking.

Project Description

Budget & Method Future Exploration

Acknowledgements

• Mobile network evolution through 5G enabled flexible service delivery, but introduced 
new attack surfaces that manual security can no longer handle.

• Our project aims to harden 5G networks through threat hunting and anomaly detection 
on network slicing, protocol-level attack detection, and O-RAN security.

• We deliver automated, closed-loop AI-based security mechanisms protecting mobile 
operators' availability, reliability, and users' Quality of Service (QoS).

• Team: Chadi Assi, Mourad Debbabi, Suryadipta Majumdar, Lingyu Wang, Abdelhak 
Bentaleb & Carol Fung, based at the Computer Security Lab, Gina Cody School of 
Engineering, Concordia University.

• 8+ AI-powered tools delivered, including ThreatScout, THREATIFY, APTMorph, FlowGuardian & TTPTracer (threat hunting), Inter-Slice 
Defender (DSM attacks), 5GShield (HTTP/2), RAN-GUARD & BTS-Band (O-RAN), and a QoS-based anomaly detection solution, collectively 
securing 5G network slicing and O-RAN infrastructure.

• GSMA recognition: our novel QoS-based attack discovery led to official updates to GSMA FS.30 & FS.31, adding attack descriptions and 
security controls now adopted globally.

• 5+ patents filed covering threat hunting, QoS anomaly detection & mitigation, and user data theft prevention.
• 20+ publications in IEEE S&P, IEEE TIFS, IEEE TMC, IEEE TNSM, ACM WiSEC, IEEE CNS, CNSM & Elsevier, earning 3 international awards 

and a public MITRE ATT&CK dataset on IEEE Xplore.
• Expanding frontiers: fuzzing, trust management & intent-based networking for autonomous, self-healing 5G security.

• Budget: $1.5 million NCC contribution matched 
with $1.5 million from partners (+ ~300K from 
PROMPT, and inkind) reflecting a strong academia-
industry co-investment in Canadian cybersecurity 
innovation.

• Collaboration: Weekly team meetings and 
quarterly steering committee reviews ensure 
continuous alignment across all partner 
institutions.

• Standards Engagement: Active participation in 
3GPP and GSMA working groups, ensuring research 
is grounded in and contributes back to global 5G 
security standards.

• Validation: Research findings validated through 
proof-of-concept (PoC) implementations deployed 
and tested in realistic 5G network environments.

Thi s project was m ade pos sibl e in part throug h the support of  the National C ybersecuri ty C onsortium and the Governm ent of  Canada ( C SIN)
C e projet a été rendu pos s ible en partie g râce au s outien du Cons ortium  nati onal  pour l a cy bers écurité et du g ouvernem ent du C an ada (RI C)

Project 

Collaborators
• Ericsson: Hyame Alameddine, 

Boubakr Nour, Amine Boukhtouta, 
Luis Suarez, Makan Pourzandi.

• Concordia University: Chadi Assi, 
Mourad Debbabi, Abdelhak 
Bentaleb, Carol Fung, Lingyu 
Wang.

• University of Waterloo: Raouf 
Boutaba.

• University of Manitoba: Azadeh 
Tabiban.

Current Progress 

Our website’s QR 
code!
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Ensuring Mission-Critical Security:
Coordination of Autonomous Drones Groups with Security-Aware 

Decision Making

Davide Spinello, University of Ottawa, davide.Spinello@uotawa.ca
Mohammad Pirani, University of Ottawa, mpirani@uottawa.ca

Project Description Budget Future Exploration:
Two-Level Strategic Game

Acknowledgements

Project Description
We study stealthy cyber-attacks in networks by 
analyzing the zero dynamics and by designing detection 
algorithms using system redundancies. We also develop 
optimal control strategies under uncertain, adversarial 
conditions.
Goals and Milestones
• Identify undetectable attacks via zero dynamics 
• Develop detection methods using analytical and 

temporal redundancies 
• Design optimal controllers based on adversarial 

threat distributions
Context
The project lies at the intersection of secure control and 
cyber-physical systems, with relevance to autonomous 
systems and critical infrastructure

• Intelligent Null-Space Attacks: attacker model that 
injects low-energy inputs under stealth constraints , 
targeting five failure modes: singularity, self-
collision, obstacle collision, instability, and 
deadlock.

• Stealthy failure in multiple modes with bounded 
task-space deviation, highlighting critical 
vulnerabilities in redundant networks of robots.

Funding sources:
• NCC grant (499k total,  50% to each academic partner)
• Quanser Inc. provides cash contributions in terms of engineering hours 

and software licenses for testing on their digital twin platform.
• DRDC-CORA provide funds to develop defense systems, with some 

theoretical background in common (HQP cross funded)
The expenses consist to salaries and bursaries for postdocs and graduate 
students, and related conference and publication costs.

This project was made possible in part through the support of the 
National Cybersecurity Consortium and the Government of 
Canada (DRDC-CORA) //  Ce projet a ét é rendu possible en partie 
grâce au soutien du Consort ium national pour la cybersécurité et 
du gouvernement du Canada (DRDC-CORA).

Proje ct Col laborators

• Walter Lucia and Amr Youssef 
{walter.lucia,amr.youssef}@concordia.c
a

• Quanser Inc. Disclosure: Gaining 
access to sensitive 
signals, 
e.g., eavesdropping.

Disruption: Interrupting signal flow, 
e.g., jamming or  denial-of-service.

Deception: Altering signals, 
e.g., false dat a injection or replay attacks.

Types of Attacks in Network Control 
Systems

Methodology
Zero Dynamics Attacks and Defensive 
Control
• We consider zero dynamics attacks—inputs 𝑢(𝑡) that leave the system 

output unchanged: 𝑦 𝑢, 𝑥, 𝑡 = 𝑦 0, 𝑥, 𝑡  (stealthy output unchanged)
• Attacker’s Goal: find a strategy 𝑢 that maximizes the system’s utility 

function (i.e. energy-induced activity).
• Defender’s Goal:  find a strategy 𝜋 that minimizes the system’s utility 

function (conflicting goals on the same utility)
• Game-theoretic setup: it models adversarial attacks and optimal 

feedback defense in cyber-physical systems.

Module 1: Strategic Decision-
MakingDefine 𝑆𝐴   and 𝑆𝐷  as decision variables over 
nodes/edges for attacker and defender, respectively. 
The optimal strategies (in a game theoretical sense) 
are determined by

where 𝑇 𝑆𝐴 , 𝑆𝐷  is the closed-loop transfer function 
of the system for selected attack/control locations.

Module 2: Strategic 
ControlGiven the optimal strategies 𝑆𝐴 , 𝑆𝐷 , the attacker and 
defender apply actions/controls on their selected 
nodes

Current Progress 

2024-1470
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GPS Spoofing Detection Using Online 
Federated TinyML for UAV Swarms

Khalil El-Khatib, Ontario Tech University, Faculty of Business & IT
khalil.el-khatib@ontariotechu.ca

Planned next steps:
• Benchmark four standard metrics using simulation data and the 

public MAVIDS real-spoofing dataset : accuracy, F1, latency, and 
resource/energy use.

• Inject realistic GPS noise (e.g. cloud cover, weak signal) to test the
system under non-ideal conditions.

• Harden federation security: secure aggregation, client 
authentication, and weighting to resist poisoned model updates.

• Real-time mission integration: automatic swarm-wide geofencing
on confirmed spoofing, plus an operator dashboard to visualise 
attacks and configure the IDS.

Project Description

Budget & Method Future Exploration

Acknowledgements

Drones increasingly fly in coordinated 
swarms for public-service missions such as 
search-and-rescue, drone-as-first-
responder response, and infrastructure 
inspection.

• The threat: GPS spoofing lets an attacker 
hijack a drone’s position sensor using 
cheap, off-the-shelf radio gear, putting an 
entire swarm at risk.

• The gap: onboard drone computers have 
very limited power, compute, and network 
connectivity, which most existing defenses 
ignore.

• The goal: an onboard intrusion detection
system (IDS) that is accurate, efficient, 
and fast enough to flag spoofing in real 
time.

• The approach: combine a compact 
TinyML model, on-device Online Learning, 
and privacy-preserving Federated Learning 
across the swarm.

A working prototype runs end-to-end in simulation:
• Detection model engineered from GPS + IMU telemetry; pre-

trained offline and quantized to TensorFlow Lite for low-power 
devices.

• An on-device Online Learning layer adapts to each drone in real
time, while Federated Learning shares only model weights 
across the swarm.

• Validated in Gazebo + PX4 simulation with a mobile GPS spoofer 
and scaling to a 100-drone swarm.

• Preliminary accuracy (in simulation): ~11% with TinyML alone, 
~95% once Online Learning is added; the FL system holds ~95% 
while adding swarm-wide collaboration. Inference runs in under
1 ms on Raspberry Pi-class hardware.

Method
• Threat model: spoofing is simulated by pushing the 

drone’s reported position outside its mission area. Flights
are simulated in Gazebo.

• Model chosen by Neural Architecture Search (NSGA-III) 
over 100 trials, balancing F1 score, RAM size, and latency.

• Telemetry monitored over standard MAVLink and results 
logged for analysis.

Budget
• NCC contribution: $89,987.50
• Matching contribution: $

Thi s project was  made poss ible in part throug h the s upport of  the National  Cy bers ecurity C ons ortium  and the Governm ent of  C an ada ( CSI N)
C e projet a été rendu  pos sibl e en partie  g râce au s outien du C ons ortium national pour la cybersécurité  et du g ouvernem ent  du C anada (R IC )

Project 

Collaborators• Dr. Elias Bou-Harb, Louisiana State
University

- Dr. Abdulaziz Almehmadi, University of
Tabuk

- Durham Region Police Service

Current Progress 
GP S sp oof ing m oves t he d ron e’s 
re po rte d po sitio n far  ou tsid e its assig ned  
m ission  are a.

Sys tem  architecture:  of fl ine Ti nyML pipeli ne,  on-device online l earning , and a federated server.

A  4 -dr on e swar m m ission  in Ga ze bo  +  QGr ou ndCo nt rol  ove r th e Ont ario  Tech  Univer sity cam pu s.
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Transfer Fuzzing for Devices Without Firmware

Meng Xu｜Mei Nagappan  ·  University of Waterloo  
meng.xu.cs@uwaterloo.ca | mei.Nagappan@uwaterloo.ca

The transfer-fuzzing vision extends well beyond a 
single device:
• Auto-match a firmware-less target to its best

counterpart firmware using device 
fingerprints.

• Transfer bug signatures, not just inputs, 
across whole device families.

• Generalize transfer fuzzing to other black-box 
systems beyond IoT firmware.

Project Description Budget & Method Future Exploration

Acknowledgements

Many IoT devices cannot be security-tested because 
their firmware is impossible to obtain — a common 
problem for outdated and proprietary hardware.

• Focus: transfer fuzzing, a new way to find 
vulnerabilities in a device without access to its
own firmware.

• Key idea: a device behaves like its counterparts, 
so we fuzz firmware from similar devices and 
transfer the results to test the target.

• Goal: enable thorough, automated vulnerability 
discovery across critical infrastructure, industry,
and smart homes.

• Context: a Spearhead R&D project at the 
University of Waterloo within Canada's NCC 
program.

First outcome: DRIFT, a debug-based, on-device 
binary firmware fuzzer.
• Uses the Arm Cortex-M Debug Monitor so 

firmware traces itself — minimal overhead, high 
fidelity, high speed.

• Found 3 unknown bugs (all developer-confirmed)
that other binary fuzzers missed.

• Total budget: CAD $330,470.
• NCC contribution CAD $270,470 

 + matching CAD $60,000.
• Method: fuzz firmware collected from counterpart

devices, then transfer coverage and inputs to test 
the firmware-less target.

• Validated on real Arm Cortex-M MCUs (STM32, 
NXP, Microchip).

This project was made possible in part through the support of the 
National Cybersecurity Consortium and the Government of 
Canada (CSIN) //  Ce projet  a été rendu possible en partie grâce au 
soutien du Consortium nat ional pour la cybersécurit é et  du 
gouvernement du Canada (R IC).

We also thank collaborators at Northeast ern University and the 
vendors who confirmed t he report ed bugs.

NCC Project 2023-1488

R&D 
Critical Infrastructure

Protection
Started Aug 2024

Proje ct Coll aborators

• Project Lead: Meng Xu, Mei Nagappan — 
University of Waterloo, Cheriton School of 
Computer Science.

• Funding partner: National Cybersecurity 
Consortium (NCC) & Government of Canada.

Current Progress 

Counterpart devices — firmware is 
available

Fuzz them and collect coverage + crashing 
inputs

Transfer results to test the target (no 
firmware)

Funding split — total CAD $330,470

NCC  82% 18%

NCC contribution  $270,470 Matching  $60,000

87045312214367 48 22 1933 35 34 14
01000
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Fuzzing …
DRIFT

Research Roadmap

NO W  ·  2024

DRIFT firmware fuzzer

‣ Debu g-Monitor self-tracing on Arm Cortex-M
1

NEXT   ·  2025–26

Automated counterpart matching

‣ Fingerprint a firmware-less target
2

FUTUR E

Beyond IoT firmware

‣ Transfer bug signatures across families
3
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